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MONEY LAUNDERING AND FRAUD PREVENTION FOR BANKS
AND FINANCIAL INSTITUTIONS

Overview

This training programme equips banking and financial professionals with advanced knowledge and
practical tools to combat money laundering and fraud. Participants will gain insights into regulatory
frameworks, industry best practices, and investigation techniques while developing robust systems to
mitigate financial crime risks.

Target Audience

This programme is aimed at professionals in the banking and financial sectors, including compliance
officers, risk managers, internal auditors, operations managers, and legal advisors, who are responsible for
preventing money laundering and fraud, managing financial crime risks, and ensuring adherence to
regulatory requirements. It is also relevant for senior executives, government regulators, law enforcement
officials, and IT specialists involved in financial crime prevention.

Requirements:
e Participants should ideally have at least 1 year of professional experience in their respective fields.

This level of experience is recommended to ensure that all attendees can fully engage with the
advanced topics covered and actively contribute to discussions;
¢ A moderate level of English (or higher) is required.

Please note that places in this course are limited and tend to fill up quickly. We encourage interested
professionals to register early to secure their spot. The registration deadline is the 15" of December,
2024.

Agenda:
February 09, 2025
16:00 Arriving at the London Airport
February 10, 2025
9:00am-13:00pm Day 1: Foundations of Money Laundering
Session 1: Understanding Money Laundering
®  Defining Money Laundering
®  Sources of Illicit Funds (“Dirty Money”)
Coffee: 10:50am-11:10am ®  Global Facts, Figures, and Trends

Session 2: The Money Laundering Process

®  The Three Stages:
O  Placement
O  Layering

O  Integration
Lunch: 13:00-14:00

14:00-16:00 Session 3: Financial Institutions and Money Laundering Risks
®  Vulnerabilities in Banking Operations

®  Regulatory Expectations and Compliance Obligations
Session 4: The Financial Action Task Force (FATF)

(] Overview of FATF and its Role




®  Membership and Observer Nations
®  The 40 Recommendations and Their Practical Applications
®  Addressing Terrorist Financing:
O  International Cooperation and UN Instruments
O  Freezing and Confiscating Assets
O  Reporting Suspicious Transactions

February 11, 2025

9:00am-13:00pm

Coffee: 10:50am-11:10am

Lunch: 13:00-14:00

Day 2: Advanced Anti-Money Laundering Systems
Session 1: Designing an Effective AML Framework

®  [egal Foundations and Application within Financial Institutions

®  Policies, Objectives, and Scope
Session 2: Know-Your-Customer (KYC) Protocols

®  Importance of KYC in Fraud and AML
®  Techniques for Identifying and Assessing Customer Risks

®  Managing Customer Expectations

14:00-16:00 Session 3: Monitoring and Reporting Suspicious Transactions

®  Defining and Identifying “Reasonable Suspicion”

®  Decision-making Processes for Reporting

®  Avoiding Investigation Errors

Session 4: AML Awareness and Capacity Building

®  Creating a Culture of AML Awareness

®  Role of Leaders in AML Training and Continuous Development
February 12, 2025

9:00am-13:00pm

Coffee: 10:50am-11:10am

Lunch: 13:00-14:00

Day 3: Fraud Typologies and Identification
Session 1: Introduction to Fraud
®  Historical Context of Organised Crime
®  Common Fraud Typologies and Fraudster Profiles
Session 2: Fraud in Banking Operations
®  Current Account Fraud:
O  Bank-Customer Legal Responsibilities
O  Identifying Counterfeit Transactions
®  Lending Fraud:
O  Corporate and SME Lending Risks
O  Mitigating Employee Misconduct

14:00-16:00 Session 3: Technology-Driven Fraud
®  (Cyber Fraud and System Vulnerabilities
®  Employee Fraud and Misuse of Resources
February 13, 2025

9:00am-13:00pm

Coffee: 10:50am-11:10am

Lunch: 13:00-14:00

Day 4: Fraud Investigation and Management
Session 1: Investigating Employee Fraud

®  Identifying Red Flags and Common Scenarios

®  Whistleblowing Mechanisms and Confidential Reporting
Session 2: Evidence Collection and Case Management

®  Proper Documentation and Handling of Evidence

®  Conducting Interviews and Evaluating Findings

14:00-16:00 Session 3: Fraud Investigation Techniques
®  Real-Life Case Studies and Lessons Learned
®  Developing an Organisational Fraud Response Plan
Session 4: Legal and Regulatory Implications
®  Understanding Penalties and Consequences
®  Collaborating with Law Enforcement
February 14, 2025

9:00am-13:00pm

Day 5: International Fraud and Prevention Mechanisms
Session 1: Cross-Border and Trade Fraud Schemes
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(] Letter of Credit Fraud and Advance Fee Fraud

(] Prime Bank Instrument and Telex Scams

ffee: 10: -11:1
Coffee: 10:50am Oam Session 2: Emerging Fraud Trends
®  West African Fraud Schemes

Lunch: 13:00-14:00 ®  Online and Cryptocurrency Fraud
14:00-16:00
Session 3: Designing Secure Systems

®  Fraud Prevention Policy Development

®  Integrating IT Security and Data Protection Measures
Session 4: Fraud Risk Management

®  Tegal, Operational, and Reputational Risks

®  Mitigating Risks Associated with Financial Products and Services

February 15, 2025
9:00am-13:00pm Day 6: Building a Comprehensive Fraud Prevention Framework
Session 1: Institutional AML and Fraud Prevention Systems
Coffee: 10:50am-11:10am ®  Aligning AML Policies with Fraud Prevention Strategies
®  Responsibilities Across Departments
Session 2: The Role of Technology in Fraud Prevention
®  Artificial Intelligence and Machine Learning in AML
L] Blockchain’s Potential for Financial Transparency
February 17, 2025
09:00am - 13:00 Day 7: Future Trends
Session 1: Future Challenges and Opportunities
Coffee: 10:50am-11:10am ®  Emerging Threats in Financial Crime
®  Strategies for Continuous Improvement
Session 2: Final Workshop: Fraud Prevention Strategy
®  Development of Institution-Specific Fraud Prevention Plans
®  Participant Presentations and Expert Feedback
Concluding session
February 18, 2025
10:00am | Departure for the London Airport

*All participants will receive their certificates upon completion of the training course.

For general queries about the training course and discounts please contact us via Telegram @Kad1008
or visit our website MBF _Academy | Training programmes).
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HNPEJOTBPAIIEHUE OTMBIBAHUSA JEHET' U MOLIEHHUYECTBA JIUIS1 BAHKOB U
®UHAHCOBBIX OPI AHU3AILIAM

Oo6mas nndopmanus

Ota mporpaMMa oOyueHus MpeJHa3HaYeHa UId IpoQecCHOHAIOB OaHKOBCKOW 1 (DMHAHCOBOM OTpaCiy.
Y4acTHHUKH TOJTydaT yriryOlIeHHbIe 3HAHUS U MPAKTUYECKUE HHCTPYMEHTHI JJIsl 00PBOBI C OTMBIBAHHEM
JICHET U MOIIIEHHUYeCcTBOM. [IporpaMma oxXBaTbIBaeT peryasiTOpHbIe TpeOOBaHNUS, TYUIINE TPAKTUKH H
METO/Ibl PAcCiIeIOBaHMs, @ TAK)KE Pa3padOTKy YCTOWYMBBIX CHCTEM JIJIsi MUHUMHU3AIMN PHCKOB
(MHAHCOBBIX MPECTYIICHUH.

HeneBas aynuropus

OTta mporpaMma npeiHa3HaueHa JJIsl CIeHUaIUCTOB 0aHKOBCKOTO U (PUHAHCOBOTO CEKTOPA, BKIIIOUAs
COTPYZIHHUKOB IO COOJIIOZCHUIO HOPM, MEHEDKEPOB T10 PUCKaM, BHYTPEHHHX ayTUTOPOB, MEHEKEPOB
OIIEPaLMOHHBIX IPOLIECCOB U IOPUIUYECKUX KOHCYIBTaHTOB, KOTOPBIE HECYT OTBETCTBEHHOCTS 3a
NpeaAOTBPAllICHUE OTMbIBAHUA JCHET U MOIICHHUYCCTBA, YIIPABJICHUEC PUCKAMHU q)HHaHCOBBIX
MIPECTYIUICHUH U COOIIOIEHHE PEryIsTOPHBIX TpeboBanui. [IporpaMma Takxe akTyanbHa s BBICLIETO
PYKOBOJCTBA, FOCYAAPCTBEHHBIX PErYIATOPOB, IIPEICTABUTENEN PABOOXPAHUTENBHBIX OpraHoB u UT-
CTELHAMCTOB, YYaCTBYIOIINX B MPEAOTBPAILICHHN (PMHAHCOBBIX MPECTYTUICHUH.

Tpebosanusa:
* YYaCTHUKH IPOrPaMMBbI TOJDKHBI UMETh KaK MHHUMYM | TOJ TpO(heCCHOHAIBEHOTO OIIBITa B CBOCH
obnacTi. DTOT YpOBEHB ONBITa PEKOMEHIYETCS, YTOOBI BCE YYaCTHUKH MOTJIN TTOJTHOCTHIO Y9acTBOBATh
B 00CYXIIeHHAX U 3PPEKTUBHO yCBAaUBATH MPOJBUHYTHIE TEMBI KypcCa;
*» Tpebyetcs cpenuuii (MK BEIIIE) YPOBEHb 3HAHUS aHTJIMHACKOTO SI3BIKA.

OOpatuTe BHUMaHHUE, YTO KOJINYECTBO MECT B 3TOH MPOrpaMMe OTPaHHUYEHO, U OHU OBICTPO 3alOJIHSIOTCS.
MBI pekoOMeHAyeM 3aUHTEPECOBAHHBIM CIIELIUATIICTAM 3aPETUCTPUPOBATLCS 3apaHee, YTOOBI

3a0poHupoBaTh MecTo. Kpaitauii cpok peructpaiu — 15 nexadops 2024 roaa.

Pacnucanume nporpamMmsI:

9 dpeBpans 2025 rona

16:00 | IIpubbiTue B JIoH1OHCKMI asporopT

10 ¢eBpans 2025 roga

9:00-13:00 Jenb 1: OcHOBBI OTMbIBAHHSI IEHET

Kode: 10:50 - 11:10

O06ex: 13:00 - 14:00
14:00-16:00

Ceccus 1: Yro Takoe oTMbIBaHuUeE AeHer?
o OnpeneneHue NOHATUS "OTMbIBaHKE JieHer"
o VcTouHMKN HE3aKOHHBIX 10X0J0B ("'Tpsi3HbIE AeHbIH")

o I'noGanbHble AaHHbIE, CTATUCTUKA M TPEHIbI
Ceccus 2: IIpouecc 0TMbIBaHUS JIEHET
L] Tpwu sTana:
O  Pasmemnicaue
O  Paccnoenue
O  HWurerpauus

Ceccus 3: Pucku 1711 pMHAHCOBBIX HHCTHTYTOB

(] Vs13BUMOCTH GaHKOB B IMPOLIECCE OTMBIBAHHS JICHET
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®  PerymsitopHbie TpeOOBaHUS U 0053aTEIHCTBA
Ceccus 4: I'pynna pa3pa6oTku GpuHAHCOBBIX Mep 00pb0bI ¢ 0TMbIBaHHEM JieHer (PATD)

o Pois 1 3agaun ®ATD
o VYuacTHuKH 1 HaOJII01aTEIN
® 40 pexomennauuii DATD u ux npakTuyecKoe NpUMEHEHHE
®  bopsba ¢ hpuHAHCHPOBAaHUEM TEPPOpPH3Ma:
O  MexayHapoaHoe COTpyJHUUECTBO U fokyMeHTsl OOH

O  3amopakuBaHHE M KOH(UCKAIMSI aKTHBOB
O  Tlogo3puTenbHbIe TPaH3aKIHH, CBSI3aHHbIE C TEPPOPH3MOM

11 deBpans 2025 rona

9:00-13:00 Hens 2: [IpoaBuHYThIe NPAKTUKH GOPBLOBI ¢ OTMBbIBaHUEM JeHer (AML)
Ceccus 1: Co3nanue 3¢gpdexrnBHoii cucrembr AML

®  [IpaBoBble OCHOBBI M HX IPUMEHEHNE B (PUHAHCOBBIX OPraHU3ALMAX

. TMomutikn AML: nenu u cdepa npuMeHeHHs

Kodgpe: 10:50 - 11:10
¢ Ceccus 2: IIpouenypsi «3Haii cBoero kiaunenta» (KYC)
®  3nuavenne KYC st mpegoTBpanieHust MOIIEHHHYECTBA U OTMBIBAHUS JIEHET
®  Meropl HACHTU(HUKAINK U OIIEHKH PUCKOB KIIHEHTOB

®  VmpasieHHe OXKUIaHUSIMU KJIUEHTOB
Oo6en: 13:00 - 14:00

14:00-16:00 Ceccust 3: MOHHTOPHHT H OTYETHOCTH O MOA03PUTEIBHBIX TPAH3AKIUMAX
®  Uro o3Hauaer "00OCHOBaHHOE 110/103peHuE"?
®  [lpuHsTHE PEIICHHUI O COOOLICHNH TTOJ03PEHUI

° U3bexanie omnbOK B paccieT0BaHUIX
Ceccus 4: OcBeioMmiIeHHOCTB 1 00yyeHue AML

®  dopmupoBaHHe KyJIbTYpbl OCBeOMICHHOCTH AML

®  Poiib pyKOBOIUTEIICH B O0YYEHUH U Pa3BUTHU COTPYIHUKOB

12 ¢eBpans 2025 roga
9:00-13:00 Jenb 3: Tunosiorusi M BoIsSIBJIEHHE MOLLIEHHMYECTBA
Ceccus 1: BBeieHue B MOIIEHHUYECTBO
®  Jlcropuueckuil KOHTEKCT OPraHU30BaHHOMN MPECTYITHOCTU
®  THUMOJOTHS MOIICHHHYECTBA U IMPO(YUITH MOLICHHUKOB
Ceccus 2: MomeHHN4ecTBO B 0aHKOBCKOIi cepe
° .
KO(bCI 10:50-11:10 MOI1IEHHUYECTBO € TEKYIIUMHU CUCTAMU:

O  IOpuanueckue obs3aTenscTBa OAHKOB IIepe]] KITMEHTaMU
O  BbusiBneHHe NOAAEIBHBIX TPAH3AKIMI

®  MOmICHHUYECTBO IPU KPEIUTOBAHHUU:
O  Pucku KOpHOPAaTHBHOIO U Majoro Gu3Heca

O  IlpemoTBpallieHue HAPYIICHUHA CO CTOPOHBI COTPYIHUKOB
O06ex: 13:00 - 14:00

14:00-16:00 Ceccusi 3: TexXHOJIOTHYECKHE MOLICHHHYECKHE CXeMbI

®  KubepMOLIEHHUYECTBO U YSA3BUMOCTH CUCTEM

®  MOmICHHNYECTBO CO CTOPOHBI COTPYAHHUKOB U 3JI0YIIOTPEOICHIE pecypcamu
13 ¢eBpans 2025 roga
9:00-13:00 Jlenn 4: PaccienoBanue u ynpaBjieHHe MOLIEHHHYeCTBOM

Ceccus 1: PacciienoBanue BHyTpeHHero MOIIeHHHY€eCTBA
®  Pacrnio3HaBaHHE IPH3HAKOB MOLICHHUYECTBA

®  MexaHU3MBI KOHHIECHINAIEHOIO HHOOPMHUPOBAHUS

Kodgpe: 10:50 - 11:10
Ceccus 2: Coop 10Ka3aTeIbCTB H yIIPaBJIeHUe AeJIaMu
®  KoppekTHas JOKyMeHTalus 1 00paboTKa 10Ka3aTesIbCTB

®  [IpoBeneHre HHTEPBBIO U OLIEHKA MOTyYeHHON HH(OpMaLiK
O06ex: 13:00 - 14:00
14:00-16:00 Ceccust 3: MeToabl pacciieloBaHHsI MOLIEHHHYeCTBA

®  AHanu3 pealbHbIX CIyuaeB MOIICHHUYECTBA

®  Pa3paboTKa KOPHIOPATUBHOTO IIAHA PEaruPOBAHUS
Ceccus 4: FOpuanyeckue 1 peryJiiTopHble acneKTbl

o TTonMMaHue CAaHKUIMH U ITOCIEACTBHHA
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®  B3auMoJelCTBUE C IPABOOXPAHUTEIBLHBIMUA OpraHAMU

14 deBpans 2025 rona

9:00-13:00 Jenb 5: MexkyHapoaHbIe cXeMbl MOIIEHHHYECTBA H MeTOAbI HX IPeI0TBPAIIEHUS
Ceccust 1: MexkayHapo/Hble H TOProBbie MOIIEHHUYECKHE CXeMbI

o MOoIIeHHUYECTBO C AKKpE€AUTHUBAMH U aBaHCOBBIMHU ILIATE)KaMH

®  MomIeHHNYECTBO ¢ OAaHKOBCKMMM MHCTPYMECHTAMH H TEIEKCaMU

Kode: 10:50 - 11:10
Ceccus 2: HoBble TpeH/bl MOLIEHHMYECTBA
®  AdpukaHckue CXeMbl MOIICHHUYECTBA

®  MOMICHHUYECTBO B HHTEPHETE H C KPUITOBAIIOTAMU
O06ex: 13:00 - 14:00
14:00-16:00 Ceccus 3: Pazpadorka Ge30acHBIX CHCTeM

(] [NonuTukK npenoTBpaleH st MOILICHHUYECTBA

° Wurerpanys U T-6e30MacHOCTH 1 3aLIUTHI JAHHBIX
Ceccust 4: YnpasiieHue puCKaMH MOLIEHHHY€eCTBA

o IOpI/II[I/I‘IeCKI/Ie, OII€palTMOHHBIC U PEITYTAlIMOHHBIE PUCKH

o CHIKeHne PHUCKOB, CBA3AHHBIX C de/IHaHCOBBIMI/I IIPpOAYKTaMU

15 ¢eBpans 2025 rona

9:00-13:00 Jenb 6: @®opMupoBaHNe KOMIUIEKCHOM CHCTeMBbI NPeI0OTBPAILIEHUs] MOLIEHHUYeCTBA
Ceccus 1: UaTerpauust AML u cucteM npeoTBpalieHusi MOIIEHHHYeCTBA
e  (CoracoBaHKe MOJIUTHUK U IPOLELYP

Kode: 10:50 - 11:10 .
®  Pacnpenernenue 00I3aHHOCTEN MEX/LY OT/ETaMU

Ceccus 2: Posib TexHoJ10THii B IPeI0TBPAILleHUN MOLIEHHUYeCTBa
®  JlcKycCTBEHHBIH MHTEIUIEKT U MALIMHHOE 00yueHue

®  TloreHuuan OyioK4YelHa /IS TIOBBIICHUS ((UHAHCOBOI IPO3PAYHOCTH

17 ¢eBpans 2025 roga

9:00-13:00 Jens 7: Byaymue TpeHabl
Ceccus 3: Byaymme BbI30BbI H BO3MOKHOCTH

®  Hosble yrpo3sl B 007aCTH (DHHAHCOBBIX MPECTYILICHHI

Kode: 10:50 - 11:10 ®  Crparerus Ajs IOCTOSHHOIO COBEPLICHCTBOBAHMUS
oge: 10:50 - 11:
Ceccust 4: @®unanbHasi Mmactepckasi: CTpaTerust peJoTBpalleHHs] MOIIEHHHYeCTBa
®  Pa3palboTKa IIAHOB MPEIOTBPALICHNS MOIICHHUYECTBA /11 KOHKPETHBIX OpraHU3alui

®  TIpe3eHTalMM YYaCTHHKOB M 3KCIEPTHBIC PEKOMEH AN
3aka0uHTeIbHAS CeCCHst

18 ¢eBpans 2025 roga

10:00 | OtnpasieHue B JIOHJOHCKHI adponopT

*Bce YYaCTHUKH IIOJIy4aT CBOU CepTI/I(bHKaTI)I 10 OKOHYaHUH yqeGHoro Kypca.

s 06uux 60npocos o Kypce u CKUOKax, noxcanyiicma, ceéaxcumecs ¢ hamu uepes Telegram
@Kad1008 unu nocemume naw seé-caiim (MBF_Academy | Training programmes).
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